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1. General Information
The purpose of this document is to define the process of the GCM integration by which an

Android app can be notified whenever there is any event on the community.

1.1.Intended Audience
This document is intended for community administer and other IT professionals responsible

for integrating the internal process with AnswerCart Community product.

1.2.Purpose of GCM Integration
The purpose of GCM Integration is to add Android Push Notifications using Google

Cloud Messaging (GCM) feature in an android app.



2. Get Google Project ID and Android Key

As afirst step we need to create a Google project and get its key followed by enabling
the Cloud Messaging for this project.
2.1. Create a Google Project

Login to your Google account and visit https.//console.devel opers.google.com/

Mew Project
Project name

My Project

Your project |D will be ecstatic-valve-140607 dit

Show advanced options. .

Please email me updates regarding feature announc ement s, perfor mance
suggestions, feedback surveys and special offers.

¥Yes @ Mo

| agree that my use of any services and related APls is subject to my compliance
with the applicable Terms of Senvice.

® Yes Mo



2.2. Get theProject ID

2.2.1. Step 2.1 takes some time and after creation of project we can see your Project
name at top bar in Google Console.

Navigate to your Project drop down option > Project Information, and copy the

project id and keep it for later use.

CLT

MyProject ~ 3 @ @‘

Preferences 3

Keyboard shorfcuts

Terms of service

Privacy

Project information

2.3. Create Android API Key
2.3.1. Visit the Credentials and choose APl Key > Android Key

APls
Credentials

You need credentials to access APls. Enable the APls you plan to
use and then create the credentials they require. Depending on
the APl you need an APl key, a service account, or an QAuth 2.0
client |D. Refer to the AP documentation for details.

Create credentials -

APl key
Zldeniiﬁe-& your project using a simple AP key to check quota and access.
For APls like Google Translate.
DAuth client ID
Requests user consent so your app can access the user's data.
For APls like Google Calendar.

Service account key
Enables serverto-server, app-level authentication using robot accounts.
For use with Google Cloud APls.

Help me choose
Asks a few questions to help you decide which type of credential to use



2.3.2. Namethe Android API key

Create Android API key

Name

Android key

| + Add package name and fingerprint

Mote: It may take up to 3 minutes for settings to take effect

2.3.3. After Creating Android API Key anew unique Key will be generated. Just copy it
for later use.

APl key

1 D



2.4. Enable Google Cloud M essage
Now you have both Android Key and Google Project 1D, the most important part is to
enable the GCM for your project.
Click on Overview a Sidebar of the Google console or visit this link

https://consol e.devel opers.google.com/apidlibrary

Search Google Cloud Message in Search bar. Thiswill be appears as the image bellow

#5.  Mobile APIs
!gﬂ Google Cloud Messaging
v Google Play Game Services
Google Play Developer AP|
Google Places AP| for Android

2.4.1. Enabling the GCM - It will take couple of minutes depend upon the Internet speed
to enable the functions of GCM.

=

Google Cloud Messaging

pogle Clowd Messwging allows for push messsaing 1o Androd

it o yoler projech to.check m
AP key, Youl need a
i} M1 Tiore

Your agplication AP ey Google service

Using credent laks with this API
Using an API key




3. GCM Configuration on Community Control Panel
3.1. Add GCM API Key

3.1.1. Login tothe community
Login into your community (http://community.example.com) as an administrator

3.1.2. Locatethe control panel

Home Questions Unanswered Groups Users Aska Question
N\

Control Panel \|/

Flagged m OGS IR Design Panel § App Panel § Adv. Panel | Important Links

3.1.3. Add GCM APT Key
1. Locate GCM Configuration Option
2. Addtherequired API Key in the textbox to receive GCM notification (See 2.3.5)

GCM Configuration

GCM API KEY:

3.1.4. Savethe Configuration
Locate the save button at the bottom and pressiit.
Note: By default GCM feature is disabled, please send a mail to the
support@answercart.com to get it enabled.

3.2. Get Enterprise Secret Key
Secret key is a method of exchanging information. We may need it in future so
copy it.
Secret Key Configuration

Secret Key:

. e VA , A,




4. API Integrationin App
To add GCM notification in existing app, you required two important credential keys -
Project ID (see section 2.2.1), Secret Key (see section 3.2).

4.1. Pre-request libraries and setting up the App
Before working with GCM we need to install the helper libraries and make required
changes to the android app or emulator we are using.
4.1.1. Install Google Play Servicesand GCM Libraries
1 Goto android SDK folder > SDK Manager > Extras section

2. Install Google Cloud Messaging for Android Library & android-support-v4 or
update your SDK manager to latest version.

4 Extras
("] @ Android Support Repository - ¥ Not installed
(V] @ Android Support Library 12 + Update available: rev. 19
| @ Google AdMob Ads SDK 11 ¥ Notinstalled
(] il Google Analytics App Tracking SDK 3 ¥ Not installed
7] @A [Deprecated] Google Cloud Messaging for Androit 3 ¥ Not installed
[ Google Play services for Froyo 12 & Not installed
| @ Google Play services 14  SPinstalled

3. After installing the library it will create gcm.jar file in your Android SDK
Folder > extras > google > gcm > gcm-client > dist. Later you need to add

this jar fileto your android project.
4. Now open AVD Manager and create a new Google APl emulator and start the

emulator.



4.2. Android Manifest Permissions
The following permissions are required to make your project support GCM
AndroidM anifest.xml

INTERNET - To make your app use internet services

ACCESS NETWORK_STATE - To access network state (used to detect internet status)
GET_ACCOUNTS - Required as GCM needs Google account

WAKE_LOCK - Needed if your app needs to wake your device when it sleeps
VIBRATE - Needed if your support vibration when receiving notification

Also add some broadcast receiver s as mentioned below

1
1 <?xm version="1.0" encodi ng="utf-8"?>

i <mani f est xnl ns: androi d="http://schenas. andr oi d. conf apk/ r es/ andr oi d"

<l-- GCM connects to Internet Services. -->
<uses- permni ssi on androi d: name="andr oi d. per mi ssi on. | NTERNET" />

<l-- GCMrequires a Google account. -->
<uses- perni ssi on androi d: name="andr oi d. per mi ssi on. GET_ACCOUNTS" />

<l-- Keeps the processor from sl eeping when a nessage is received. -->
<uses- perm ssi on androi d: name="andr oi d. per mi ssi on. WAKE_LOCK" />

<l-- Creates a custom pernission so only this app can receive its nessages.
-->
<per m ssi on
androi d: name="____ . perm ssion. C2D_MESSAGE" //your activity class
pat h nane
androi d: prot ecti onLevel ="si gnature" />
<uses-perm ssion androi d: nane="___. perm ssion. C2D_MESSACGE" />//your activity
pat h nane
<l-- This app has permission to register and receive data nessage. -->

<uses- perm ssi on
andr oi d: nanme="com googl e. andr oi d. c2dm per m ssi on. RECEl VE" />

<l-- Network State Perm ssions to detect Internet status -->
<uses- permi ssi on androi d: name="andr oi d. per mi ssi on. ACCESS _NETWORK_STATE" />

<l-- Permission to vibrate -->
<uses- perm ssi on andr oi d: nanme="andr oi d. per m ssi on. VI BRATE" />

<recei ver androi d: nanme="com googl e. andr oi d. gcm GCMBr oadcast Recei ver"

andr oi d: per m ssi on="com googl e. andr oi d. c2dm per m ssi on. SEND" >

<intent-filter>

<l-- Receives the actual nessages. -->

<action androi d: name="com googl e. androi d. c2dm i nt ent . RECEI VE" />
<l-- Receives the registration id. -->

<action

andr oi d: nanme="com googl e. andr oi d. c2dm i nt ent . REG STRATI ON" />

</intent-filter>
</receiver>

e e e e e e e e e = = = = = = = = = = = = = = = = = = = = = = e = = —



4.3. Registration of App to the Community server
4.3.1. Why toinform totheserver
Once we are done with the prerequisite of the Android, we need to tell the identity of the
app via the means of JSON API as explained in the section 4.3.3 to the server so that

server can generate the cloud messages towards this app whenever there is any event.

4.3.2. When toinform to the server
When user login is completed and we have avalid email-id of the user is the point to call
the JISON API to tell the server about the client detall.

4.3.3. How toinform to the server
1 JSON API
JSON API is as follows, it requires md5 (key) which we got in the section 3.2, regid
which we will see in next section and the email-id of the user. All parameters are
compulsory.

http://community.example.com/json-request/gcm-register?

key=<md5(key)>&email=<useremail>&regid=XXXXXXXXXxXX

JSON API returns error as afalseif call is successful or trueif not successful along with

the error reason. So just check the JSON Response.

2. How to Get the Regl D

We may need to import GCMRegistrar as follows
| mport com googl e. androi d. gcm GCVRegi strar;

Initially the GCMRegistrar class need to register with your project id
GCMVRegi strar.register(this, PRQECT_ID);

Here PROJECT _ID is astring and its value is the project id which we got in
section 2.2.

Get the regid as follows
final String regld=CGCMRegi strar.getRegistrationld(this);



5. Integration of Messages Received from the server

After the Step 4 server will start sending the message on every event which has the following

structure.

5.1. Notification Structure

Server will broadcast the following 4 information on any notification

msg: message to the user
title: Notification title
url: URL for the notification which should be opened on click of notification
siteurl: The URL of the website which is generating the message i.e.

http://community.example.com

5.2. Showing new natification in notification bar
5.2.1. Classwhich handles all GCM related services— GCM I ntentService

Y ou may need to import GCM Basel ntentService as follows

i mport com googl e. andr oi d. gcm GCMBasel nt ent Ser vi ce;

GCM IntentService will ext ends GCM Basel ntentSer vice class

GCMIntentService,java
I mportant Functions:
1. public GCMIntentService(): It’s a constructor and will call the super class by

sending the Project ID which we got in section 2.2.

| public GCM ntent Service() {
‘//Here PRQIECT_ID is a string and its value is the project id.

‘ super (SENDER | D) ;
\ }

2. protected void onMessage(): Called when a new message arrived to device

protected void onMessage(Context context, Intent intent) {
String message = intent.getExtras().getString("nsg");
String nmessage_title=intent.getExtras().getString("title");
String nmessage_url = intent.getExtras().getString("url");
generateNotification(context, nessage, nessage title,
nmessage_url);

\
|
|
|
|
|
B




3. public void onError():- On receiving an error

| public void onError(Context context, String errorld) { |
| Log.i (TAG "Received error: " + errorld); |
i di spl ayMessage(context, getString(R string.gcmerror, errorlid)); i
\ \
| |

B

4. private static void generateNotification(): Method to generate a notification

private static void generateNotification
(Context context, String title, String nessage, String url)
{
int icon = R drawabl e.ic_launcher; // App Icon which can be changed
| ong when = SystemcurrentTineM I 1is();
Noti fi cati onManagernotificati onManager = (Notifi cati onManager)
cont ext . get Syst enSer vi ce( Cont ext . NOTI FI CATI ON_SERVI CE) ;

Notification notification = new Notification(icon, nmessage, when);
Intent notificationlntent = new Intent(lntent. ACTI ON_VI EW;
notificationlntent.setData(Uri.parse(url));

/1l set intent so it does not start a new activity
notificationlntent.setFlags(lntent. FLAG ACTIVITY_CLEAR TOP |
I nt ent. FLAG ACTI VI TY_SI NGLE_TOP) ;

Pendi ngl ntent intent = Pendinglntent.getActivity(context, O,
notificationlntent, 0);

notification.setlLatestEventinfo(context, title, nessage, intent);

/'l To open the notification in the hone activity of the APP.
notification.flags |= Notification. FLAG AUTO CANCEL;

/'l play default notification sound
notification.defaults |= Notification. DEFAULT_SOUND;

/1 vibrate if vibration is enabled
notification.defaults |= Notification. DEFAULT_VI BRATE;
notificationManager.notify(O, notification);



6. Un-registration of user device
This step is not required and server handles the un-registration whenever next event is generated

towards the device and device is found as unregistered.

Now we are done with our android project and we can run your emulator or android app
and test.

7. Testing GCM push Message
Following are the simple stepsto test the GCM notifications -
Install the APP

=

2 Go to the community section

3 Login and proceed

4, Ask aquestion

5 Go to the web version of the community and +svote to this question

6 We should receive the notification and on the click of the notification we
should see the question page in the web view.

7. Web view related code is not covered in this document so developer need to
take care of the URL opening in the web view as per app needs.



